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1.0 . ZE 44 ) crash T. 2

257 B N A% A B debug B (R ER 4315 10 R 75 Ervmlinux, A B b 75 B0 AR R Fxxx . ko.debug 3 1)
3. N AZ IR

FHR— XN EEMIFINLAS, Zdcrash. WiZdebugtd, Bl —1r WAZIEM Avmceore, SR JE1ENIZIRID H 3%

(B 3 FH dir /path/to/sre 35 %€ P55 H =) FHAT IR K g2

crash /path/to/vmlinux /path/to/vmcore
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fraTayER T

jie:~/zhongtai/UBXC@@6412% . /crash vmlinux vmcoIe

h 8.8.5
o4 /\*ﬁ 7:"31:/] ElJ Ez:;right (C) 20@2-2024 Red Hat, Inc.
( 2 X86*ﬂ,ﬁ§ﬂ arm7|< Jyvmcore Copyright (C) 2e@4, 2005, 2006, 201@ IBM Corporation
Copyright (C) 1999-2006 Hewlett-Packard Co
Copyright (C) 2@es, 2e@c, 2811, 2812 Fujitsu Limited
Copyright (C) 2@e6, 2087 VA Linux Systems Japan K.K.
Copyright (C) 2ees, 2011, 2@2@-2024 NEC Corporation
. N N LN Copyright (C) 1999, 2882, 2807 Silicon Graphics, Inc.
}AGltHubL‘FﬁcraShﬁﬁ% 9 Exg 6*}[)%&Léﬁ1’% II:I:.I arl’n;‘_llg *@ E/\J CraSh’ Copyright (C) 1999, 2e@e, 2081, 2002 Mission Critical Linux, Inc.
Copyright (C) 2815, 2821 VMware, Inc.
This program is free software, covered by the GNU General Public License,
Oy [/\ u ] /\ 7Jlil and you are welcome to change it and/or distribute copies of it under
/J‘Em‘ J\{E)EHX86*}_L%§:]J *ﬁarmjﬁ */g Egvmcore certain conditions. Enter "help copying” to see the conditions.

This program has absolutely no warranty. Enter "help warranty" for details.

%ﬁﬁﬁ % E@ CraShﬁ}inij?{EE 9 ﬁ%/‘]\ I‘l:ﬂ E[/—‘Lﬁ 9 X8 6;’5*@ E‘J CraSh%ﬁ} Ezﬂygilg)h’lcc[[ni; ;gzi Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html=
This is free software: you are free to change and redistribute it.

m)zﬁ =] % N E é = B3 SR There is NO WARRANTY, to the extent permitted by law.

CraSSHi/ﬁ‘/)E —%ﬂﬁ-[’:l:‘ ‘F Type "show copying” and "shew-warranty—fer—details
This GDB was configured as|"--host=x86_64-pc-linux-gnu --target=aarch64-elf-linux".
Type "show configuration" for configuration details.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

o On an 135_64 I'IDSE,. an KEE_54 biﬂﬂf’}l’ th.uau_w_m_aﬂajlyze Type "apropos word" to search for commands related to "word"...
arme4 dUmpfilES may be bullt ljl.'l'r t:'l'lplrlg ‘make tarthzﬂ"RHaq'“' WARNING: cpu 3: cannot find NT_PRSTATUS note
o On an xB86_64 host, an xB86_64 bipary that can be used to analyze WARNING: cpu 45: cannot find NT_PRSTATUS note
1 ) ) WARNING: cpu 6@: cannot find NT_PRSTATUS note
ppc6dle dumpfiles may be built by typing "make target=PPC&4". KERNEL: vmlinux [TAINTED]
o On an xB86_64 host, an x86_64 binary that can be used to analyze s o RN
riscvéd dumpfiles may be built by typing "make target=RISCVG4". DATE: Tue Sep 24 13:10:18 CST 2024
0 On an x86_64 host, an x86_64 binary that can be used to analyze N S e o
loongarch64 dumpfiles may be built by typing "make target=LOONGARCHE4". TASKS: ‘15748

NODENAME: acp-pro-slave2
RELEASE: 4.19.9@0-2305.1.0.8199.81.uel2B.3arch64
VERSION: —#1-SME Wed May 2 16:10:43 (ST 2024
MACHINE:| aarch64 ({unknown Mhz)
MEMORY: 512 GB
PANIC: "Unable to handle kernel paging request at wvirtual address 0000002700000@3e"
PID: 217214
COMMAND: "easymonitor_mai”
TASK: ffffa@4@95132b4@ [THREAD_INFO: ffffa@4@95132b40]
CPU: 41
STATE: TASK_RUNNING (PANIC)

FEUDS +—EREZRSEHUE AHRTFHER
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crashER A A I EOIA ST 5, 1 RgdE 2|
mod iy & TN AL B A 5
mod -s module name [/path/to/xxx.ko.debug]

mod -S [/path/to/debuginfo dir]

puidd

B0 EER PR TCVA AT B G 1 R TCVA SRR ARSI B, 75 22

crash> struct nfs_subversion
struct: invalid data structure reference: nfs_subversion
crash> mod -s nfs ./linux-4.19.8-91.65/nfs.ko.debug

MODULE NAME BASE SIZE OBJECT FILE
ffffffffcdcb5c80 nfs ffffffffcec7b@d® 315392 ./linux-4.19.0-91.65/nfs.ko.debug
crash> struct nfs_subversion
struct nfs_subversion {

struct module *owner;

struct Tile_system_type *nfs_Ts;

const struct rpc_version *rpc_vers;

const struct nfs_rpc_ops *rpc_ops;

const struct super_operations *sops;

const struct xattr_handler **xattr;

struct list_head list;

}
SIZE: 64
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| crashiy SR

crashif 1R %, A LML Hhelp xR EE AN r 2 B AR V%
NHAA A E LA 4. bt, dis, */struct/union, p, x, list

crash> help

*

alias
ascii
bpf

bt
btop
dev
dis
eval
exit
extend

FTEUO0S +ERERZSA6E

files mod
foreach mount
fuser net
gdb P
help ps
ipcs pte
irq ptob
kmem ptov
list rd
log repeat
mach Tung
BEFREHFNIEE

sbitmapg
search
set
sig
struct
swap
Sym
SYs
task
timer
tree

union
vim
viop
waitq
whatis
WI

q

files: & & 4 AT ZEAZFT T BB B
kmem: AFHHNIFHKEE
mount: & I RGHHAE B
: AEIBAT R
search: fEWNAFTAFIE
set: ] #k |~ 3L
swap: A AL XA B
vtop: ¥4 E L RE R A A B st bk, FF B
TN R TERAE B



bt sl N AZ A T5t D PR R
bt -a 7 T CPU_L B HAk

bt -{/F

dis -rl fun[+offset] A KBTI I6 2 K B [BoffsetAl]
T I Gm AR S0 N AR B (R B AR RS A7 & n RE S
ANHERD

dis -s fun[+offset]

‘7N 24 I CPU BR B0k S s He B

3 dis—iC%

B RO AL E AL YR AL

FEUDS +—EREZRSEHUE AHRTFHER

crash> bt

PID
#0
#1
#2
#3
#4
#5
#6

: @

[ffff94elle3@3ae8]
[ffffo4el1e303b40]
[ffffo4elle303co0]
[ffffo4el1e303c18]
[ffffo4el1e303c38]
[ffffo4e11e303c90]
[ffffo4el1e303d00]

TASK: ffff94ca468c6000 CPU: 20  COMMAND: "swappex/20"

machine_kexec at ffffffffbg82s7bef
_ crash_kexec at ffffffffb835b981
crash_kexec at ffffffffb835c85d
oops_end at ffffffffbg22592f
no_context at ffffffffb8266ees
__do_page_fault at ffffffffbgz6771e
do_page_fault at ffffffffb8267b41

#7_[ffff94e11e303d30] page fault at ffffffffbse@lice

[exception RIP: select_task_rqg_fair+4e5]

RIP:
RAX:
RDX:
REBP:
R10@:
R13:

ffffffffb82ea635
ffffod4elle322ac®
Lalalulalalalalatalalalalals
P0ovevRooRRORR14
ffffo4elle303f2e
Lalalslalalaalialaluletelals]

: ffffo4elle303ded
. 000000RROROROO14
. 000000R0ORORRBR2
. OR0oReVRRoRROR1D
. 000000 RRRORO0RD

RFLAGS: 00010086

RCX: 00000000000006dC
RDI: ffff94e@ad43b9410@
R9: 0000000000000000
R12: ffff94cad46fclene

ORIG RAX: ffffffffffffffff CS: e@l@ SS: 0018

R14: 000000@OO@@22ac® R15: ffffo4ed97cl3000

#8
#9
#10

#12
#13
#14
#15

#16

[ffffo4elle3@3e88]
[ffffo4elle3@3e98]
[ffffo4elle303T08]
[ffffo4elle303f18]
[ffffo4elle303T20]
[ffffo4elle303T80]
[ffffo4elle303TdB]
[ffffo4elle303Tf0O]
<IRQ stack> ---

[ffff94ca468d3df8]

try_to_wake_up at ffffffffb82e3090
rcu_advance_cbs at ffffffffb832c0s0e
hrtimer_wakeup at ffffffffb833b3be
hrtimer_wakeup at ffffffffba833b3be
__hrtimer_run_queues at ffffffffb833b6bs
hrtimer_interrupt at ffffffffb&33beas
smp_apic_timer_interrupt at ffffffffb8e@271a
apic_timer_interrupt at ffffffffb8e@lc7f

apic_timer_interrupt at ffffffffb8e@lc7f

[exception RIP: native_safe_halt+14]

RIP:
RAX:
RDX:
REBP:
R10@:
R13:

ffffffffb8c6e87e
ffffffffb8c6e490
Llslolslalalablollalalala L)
00000eR00ERRRR14
0000000000000000
Llalolalalalalloltaalala L)

: ffff94ca468d3eas
. 000000 RORORRO14
. QoooooRooROROOBT
: ffffo4elle31d8c@
: 0PR0RRDOOODRORRO

RFLAGS: 00000246

RCX: @ovooodoroponodl
RDI: ffff94elle323900
R9: 0000000000000000
R12: 000000000000000Q

R15:

#17
#18
#19
#20
#21

ORIG_RAX: Fffffffffffffff13 CS: @@l@ SS: 0018

[ffffo94cad468d3eas]
[ffff94ca468d3edo]
[ffffo4cas68d3fie]
[ffffo4ca468d3T30]
[ffff94ca468d3f50]

crash> D

default_idle at ffffffffb8c6edac

do_idle at ffffffffb82e779f
cpu_startup_entry at ffffffffbsze7acf
start_secondary at ffffffffb824c32d
secondary_startup_64 at ffffffffb8zeeees
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4 */struct/union-EBEWIK[AE]

struct unionfiy & AJ LAfa] 5 ou* & (AN RET IR AL FRA S fir & A4 FR+ 0 1] DL IS )

crash> fdtable

struct fdtable {
unsigned int max_fds;
struct file **fd;
unsigned long *close_on_exec;
unsigned long *open_fds;
unsigned long *full_fds_bits;
struct callback head rcu;
unsigned long *dup_fds;
unsigned long *lazy_dup_fds;

crash> fdtable.fd
struct fdtable {
[8] struct file **fd;

crash> fdtable -o
struct fdtable {
[@] unsigned int max_fds;
[B] struct file **fd;
[16] unsigned long *close_on_exec;
[24] unsigned long *open_fds;
[32] unsigned long *full_fds_bits;
[4@] struct callback_head rcu;
[56] unsigned long *dup_fds;
[64] unsigned long *lazy_dup_fds;

}
SIZE: 72

crash> fdtable.fd @xffff9d4cade7f65e8
fd = @xffff94cad67t6670,

crash> fdtable @xffff94cadt7f65e8
struct fdtable {

max_Tds = &4,

fd = @xffffod4cade7te670,

close on_exec = @xTTfff94cad67T6648,
open_fds = @xTfff94ca46776650,
full fds bits = @xffff94cade7fe658,

Icu = {
next = @x@,
func = @x@
}e

dup_fds = @xffff94ca467f6660,
lazy_dup_fds = @xffff94cad46776668

} _ crash> fdtable.fd,open_fds @xffff94cad467765e8
fd = exffff94cade7fe670,
open_fTds = @xffff94cad67T6650,

FEUDS +—EREZRSEHUE AHRTFHER



I ATIE R ACRY I 2 5 7 ZEAT U T 55, pan & T LUR T AT H RGOS H OISR BUR +,-%,,%) « L
BEAER. AR H. B B R <<>>.&,[~"), RTINS TR G IR AT DU >R e ik

Y=

T SHINE .

x i 2 AT LAR J7 (8 1) DL s Ui H k) o 25

i A% XN x /[ R i A% SR R G RN bk

A EFE: o(octal), x(hex), d(decimal), u(unsigned decimal), t(binary), f(float), a(address), i(instruction),
c(char), s(string) and z(hex, zero padded on the left).

BN BT K /NEAE:  b(byte), h(halfword), w(word), g(giant, 8 bytes).
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7 list-BEHFHESR

1 FRBER
-of 8 & HEFE BLAE AR 1 45 M AR i
-ste & BB H WG AR R R

2.list_head 5% 1 XUEE K
-of JE BEFE A5 1 /A (I list_head % 71
S E{=pack: e w SN N EST ALLNDRA
-hFK R EE i list head$% F22 0 R A 45 M) 44

FEUDS +—EREZRSEHUE AHRTFHER

crash> p file_systems
file_systems = $1@ = (struct file_system_type *) @xfTTT3367e99767a@ <sysfs_Ts_type>
crash> * file system_type.next -o
struct file system_type {
[4@] struct Tile_system_type *next;
}
crash> list -o file_system_type.next -s file system_type.name @xTfff3367e99767a0
TTff3367e99767a0
name = @xffff3367e9311fde "sysfs",
Tfff3367e987T668
name = @xffff3367e928d@b8 "rootfs”,
ffff3367e99770a0
name = @xffff3367e92d@328 "ramfs",
TTff3367e996d048

crash> bt | grep TASK
PID: 217214 TASK: ffffa@4@95132b4®@ CPU: 41 COMMAND: "easymonitor_mai"
crash> * task_struct.tasks
struct task_struct {
[1248] struct list head tasks;

¥
crash> list -o task struct.tasks -s task struct.comm -h ffffa®4@95132b4@
ffffa@4@95132b40@
comm = "easymonitor_mai",
ffffee4181060000
comm = "python\@@e:INIT]\@@0\000",
ffffee4180883f00
comm = "containerd-shim",
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1. x86_64:
MRS, WU Erdi,rsi,rdx,rex,r8d,r9d 4, IR [BME M Fraxd . WRSHHE A, L1

SN A LRI EANER H .
RBX, RBP, R12-R15H #8 H & 53 .

2. arm64:

MR RS EHAE LN, RKIKIEAEX0-xTH, RIFEMEBAEX0F . ZEHII8), ZRIISEMNA A LMK IRE
ANFEH

x19-x30 H1 4% 18 FH & -9 .

FEUDS +—EREZRSEHUE AHRTFHER
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BB 4EIR-x86 64

x86_ 64 FHAT& T JwiEiE, HinteWEiEMAAE . 0FIE B A VIR gTE 2 7l LAE B inte VT g F- M1
Chttps://www.intel.cn/content/www/cn/zh/content-details/782158/intel-64-and-ia-32-architectures-software-developer-
s-manual-combined-volumes-1-2a-2b-2¢-2d-3a-3b-3¢-3d-and-4.html) .

1. FFAFA RIS %, SLRNEATZE° 8, + /N REI HAT 42 0x

2. VEEAEEERT, HPIEAEEALE )G oxFFFFFfffb82eadfs <select_task_rq fair+sos: movl  $@x@,8x6c(%Irsp)

3. WA FHERf FNEZFF A A R () FE ok, #8308 Y%segreg:disp(base,index,scale) . scale/dispH 15 FH 37 Bl &
AREERS . X Fh T4k 75 2UH & D R SR S5 M B h AR E T m W — 7B Hihbase NEUH IR IR
Hihik, scale ABENEAHITTR AN, index A Mhr. WREHITTERILZ AL, N disp Ay BEART BAES 1)
HIAL S

4. FAERSE 4% q, 1, w, b 3R I~64, 32, 16, 8fi

/fusr/src/debug/kernel-4.19.90-2305.1.0.0199.78.uel20.x86_64/1inux-4.19.90-2385.1
@xffffffffb82ea5¢c7 <select_task_rqg fair+295>: mow @x9T@(%rax,%rdx,1) ,%r1z2

FEUDS +—EREZRSEHUE AHRTFHER


https://www.intel.cn/content/www/cn/zh/content-details/782158/intel-64-and-ia-32-architectures-software-developer-s-manual-combined-volumes-1-2a-2b-2c-2d-3a-3b-3c-3d-and-4.html

/] IE'—J ilEéﬁ%nL\

18 BB 4w EN1H-armo64

arm64_ 2 15 P LA Plarm T R & Tt arm64V e TE VA Rs Rl B
Chttps://developer.arm.com/documentation/ddi0602/2024-06/Base-Instructions/ armF & & F )

1 H bR R T, IR S

2L X, W BT SOR X 4364407 5 320 75 77 4

AL RIS # s LRI

4 1% " [base, offset] (4% X3 7~ A A7 ik

QxTfff3367e83dd8ag <iterate dir+l44=>: 1ldr X253, [x19, #32]
@xffff3367e83dd8ac <iterate dir+148>: mow wl, #@x1

FEUDS +—EREZRSEHUE AHRTFHER
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BRI TR B B R 4R A 2 T H B B o AR B R AR, bt - (Elibt -F) Rl A F # R AR BIEE, 5
gh& B SOURT DLk iR HY pR 0 FH £ R S ek B S 40
BN, E&Fdo page faultl) N 1~Z%regs. error codel)fH, FHZF| do page faultd T3k

1475 dotraplinkage void notrace

1476 do_page_fault(struct pt_regs *regs, unsigned long error_code)

crash> bt
PID: @ TASK: TTTT94ca468c6000 CPU: 20  COMMAND: "swapper/2@"
#@ [TTTT94elle3@3ae8] machine_kexec at TfiffffTb8257b@T
#1 [ffff94elle303b4@] _ crash_kexec at ffffffffb835b981
#2 [ffff94elle303c@@] crash_kexec at ffffffffb835c85d
#3 [fTTT94elle3@3c18] oops_end at fIffffffb8225927
#4 [fffT94elle3@3c38] no_context at ffffffffb8266ees
#5 [fTfT94elle3@3c90]| _ do_page_fault pt fIffffffb8267710
#6 [ffffo4elle303de0]| do_page_fault at) Ffffffffb8ze7b41l
#7 [TTTT94elle303d30] page_fault at ffffffffb8ed@llce
[exception RIP: select_task_rg_fair+4@5]
RIP: ffffffffb82eab35 RSP: Tfff94elle303de® RFLAGS: Q0010086

FEUDS +—EREZRSEHUE AHRTFHER
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| AR E S AR

do page faultfE+444bH 1 do page fault, MELMLATHIIS, K IMregstErdi, rbpH, error codefrsi, r12
. 112, thp AR CRET, Rk ] DURR3E R 9 B i tTregs Herror_code.

crash> dis -1l do_page_fault+49
/usr/src/debug/kernel-4.19.90-2305.1.0.0199.78.uel20.x86_64/1inux-4.19.90-2305.1.0.0199.78.uel20.x86_64/ar
ch/x86/mm/fault.c: 1477

OxfIffffffb8267b1@ <do_page_fault>: push  %ri3

@xTfffffffb8267bl2 <do_page_fault+2>: push  %ri2

OxTFffTTfTb8267b14 <do_page_fault+4>: mov %rsi,%rl2

OxTFffffffb8267b17 <do_page_fault+7>: push  %rbp

OxfIfffTffb8267b18 <do_page_fault+8>: push  %rbx

@xTfffffffb8267b19 <do_page_fault+9>: mov %rdi,%rbp

exffffffffb8267blc <do_page_fault+12>: sub $0x8,%Isp
/usr/src/debug/kernel-4.19.90-2305.1.0.0199.78.uel20.x86_64/1inux-4.19.90-2305.1.0.0199.78.uel2@.x86_64/./
_arch/x86/include/asm/paravirt.h: 57

OxXFIfTfffTb8267b20 <do_page_fault+16>: mov %Cr2,%rax

Oxffffffffb8267b23 <do_page_fault+19>: nopl  @x@(%rax)

OxTIffffffb8267b27 <do_page_fault+23>: nopl  @x@(%rax,%rax,1)
/usr/src/debug/kernel-4.19.90-2305.1.0.0199.78.uel20.x86_64/1inux-4.19.90-2305.1.0.0199.78.uel20.x86_64/./
include/linux/context_tracking.h: 53

exffffffffb8267b2c <do_page_fault+28>: xor %ebx , %ebx

Oxffffffffb8267b2e <do_page_fault+3@>: nopl  @x@(%rax,%rax,1l)
/usr/src/debug/kernel-4.19.90-2305.1.0.0199.78.uel20.x86_64/1inux-4.19.90-2305.1.0.0199.78.uel20.x86_64/ar
ch/x86/mm/fault.c: 1485

@xffffffffb8267b33 <do_page_fault+35>: mov %rax,hrdx

OxTIfffffTb8267b36 <do_page_fault+38>:| mov %rl2,%rsi

@xTfffffffb8267b39 <do_page_fault+41>:| mov %rbp,%rdi

Oxffffffffb8267b3c <do_page_fault+44>:| call exffffffffb826765@ <__ do_page_fault>

@xffffffffb8267b41 <do_page_fault+49>: nopl @x@ (%rax,%rax,1)

FEUDS +—EREZRSEHUE AHRTFHER
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( 1 BRI RS SRR

bt -F&%E  do page faultfJARNZ, H45iHE  do page fault/EARNifT, W] LS Hiregs Arbp
(0xffff94e11e303d38) , error codeNr12 (0x0)

#5 [Tfff94elle3@3c9@] __ do_page_fault at ffffffffb8267710

crash> dis -1l _ do_page_fault+192

ffff94elle3@3c98:
ffffo94elle3®3cas:
ffffo4elle3@3cbs:

goRoooRRooRRRBYE
0000000000281b0G
gerleorrorRaaeRe

QoeReoodpoRRRRR2
slalatalslaalalslototalsl ol
QegeeceonerraeR

fusr/src/debug/kernel-4.19.90-2305.1.0.0199.78.uel20.x86_64/1inux-4.19.90-2305.1.0.0199.78.uel20.x86_64/ar
ch/x86/mm/fault.c: 1230

exTTfffffThb8267650 <_ do_page_fault>: nopl Ox@(%rax,%rax,l) [FTRACE NOP]

exTfffffffb8267655 <__do_page_fault+5>: push %Tr15

exTfffffffb8267657 <__do_page_fault+7>: push %114

exTIffffffhb8267659 <__do_page_fault+9>: push %113

Tfff94elle3@3cc8: 8004cc46324c2900 EBBEBBBEBBHEBBBEPE
ffffo4elle3@3cd8y, fTff94elle303d38 0000000000000R0D

14
ffff94E11E333cEBhaﬂHIEEHHHEHHEEHHH 0000000000000000

exFFFFFFFFb826765b <_do_page_fault+11>: push  %r12 ffffo4e11e303cf8;:;000000RRRQ000000 do_page_fault+49
bbb gricisag st i #6 [ffff94el11e303d0@] do_page_fault at FFFFffffbs267bal
OxTTTTTTTOB267661 <_do_page_fault+17>: push  %rbx ffffo94el1e303des: ffffo4elle303d30 00R0PRR200200000

Tfff94elle303d18: Q0P00O0000000000 00ODOODOOOOOORODO
ffff94elle303d28: 0000000000000000 page_fault+30
#7 [Tfff94elle303d3@] page_fault at ffffffffb8e@llce

FEUDS +—EREZRSEHUE AHRTFHER
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