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intel. Integrated BMC Web Console
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About

Systemn " Server Health [ Configuration | Remote Control [ Virtual Media Server Diagnostics | Miscellaneous
@ Summary
System Information
KCS Pc Control Mode is Pr is C
System Components &
rSummary

CPU Information Host Power Status : Host is currently ON
Advanced Management Key : Activated
Device (BMC) Available : Yes
BIOS ID : SE5C7411.86B.8118.D04.2206151341
BMC FW Rev : egs-1.40-0-g95ab74-c2bd0000
BMC Firmware Build Time : Dec 22 2022 01:37:59 UTC
Backup BMC FW Rev : egs-1.13-0-0000
CPLD FW Rev : DNP_v3p4

Mgmt Engine (ME) FW Rev :06.00.03.162.0

Baseboard Serial Number : BQDP21300022

Overall system Heatth: () @) @

DIMM Information
NIC Information
NVMe Information
Storage Information

Current Users

~Web Session Timeout.

30 Minutes

Integrated BMC Firmware

Legal Notices:

Copyright © 2021, AMI
Portions Copyright € 2021, Intel Corporation.

This Integrated Baseboard Management Controller ("BMC") Firmware
("Software") is furnished under license and may only be used or copied in
accordance with the terms of that license. No license, express or implied,
by estoppel or otherwise, to any intellectual property rights is granted by
this document. The Software is subject to change without notice, and
should not be construed as a commitment by Intel Corporation to market,
license, sell or support any product or technology. Unless otherwise
provided for in the license under which this Software is provided, the
Software is provided AS IS, with no warranties of any kind, express or
implied. Except as expressly permitted by the Software license, neither
Intel Corporation nor its suppliers assumes any responsibility or liability for
any errors or inaccuracies that may appear herein. Except as expressly
permitted by the Software license, no part of the Software may be
reproduced, stored in a retrieval system, transmitted in any form, or
distributed by any means without the express written consent of Intel
Corporation.

Open Source Software Licenses

This Software includes open source software components. A list of open
source software components used by this Software, the associated
licenses and copyright holders may be downloaded using a link provided
on the product firmware update page on https://downloadcenter.intel.com

Open Source Software Archive
A BMC Open Source Archive containing all open source software source
code used in the Software may be downloaded using a link provided on

-
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System " Server Health

System Information
System Components
CPU Information
DIMM Information
NIC Information
NVMe Information
Storage Information

Current Users

System Server Health

Sensor Readings

Event Log

Configuration

Thermal Customization

System " Server Health I Configuration

e Alert Emr
Email Alert
IPv4 Network ~SMTP ¢
IPvE Metwork Enable
VLAN SMTP S«
NTP Settings SMTP S«
Advanced System Sender E
Management Key
SSL Certification
Users -Select t
Security Settings O Temp
Sensor Customization (J Fant
BMC Firmware Update O psu
BIOS/IFWI Firmware 0 Proce
Update ] Unco
CPLD Update

Check

Syslog Server ;

Alert De
I

System | Server Health | Configuration " Remote Control

© KW

Press the bution o launch the KVA

KWM

Server Power Control

Launch SOL

Virtual Front Panel
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System Server Health Configuration Remote Control Virtual Media

= Local Image

Local Image Launch the operation window of local image o

Web ISO

| Launch Window to Mount Local Image |

T —
System Server Health Configuration Remote Control Virtual Media Server Diagnostics

e System Diagnostics

Systemn Diagnostics
Log files should be sent to the system manufacturer for analysis.
POST Codes

System Defaults

System Debug Log

System Server Health Configuration Remote Control Virtual Media Server Diagnostics Miscellaneous

© List of Policies
NM Configuration

Power Statistics
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System Server Health Configuration Remote Control Virtual Media Server Diagnostics Miscellaneous
@ |Pv4 Network Settings

Email Alert

IPv4 Network

IPvE Network
V0LAN
NTP Settings

Advanced System
Management Key

SSL Certification
Users

Security Settings
Sensor Customization
BMC Firmware Update

BIOS/IFWI Firmware
Update

CPLD Update

Syslog Server
Configuration

Thermal Customization

Hostname
Interface

MAC Address
IPMI Channel
MIC Description
Link Status

| bmc-maca4bf01912652

a4:bf:01:91:26:52
3

Dedicated

upP

(' Obtain an IP address automatically (use DHCP)

@® yUse the following IP address

IP Address

Subnet Mask
Gateway

Primary DNS Server

Secondary DNS Server

| 10.12.250.20

| 255 255.255.0

|1n.12,25r:|.1
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System Server Health Configuration Remote Control Virtual Media Server Diagnostics Miscellaneous

E @ KVM

Press the button to launch the KVM and manage the server remotely.

Server Power Control

Launch SOL Start

Virtual Front Panel
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intel, Integrated BMC Web Console

System Server Health Configuration Remote Control Virtual Media Server Diagnostics Miscellaneous

KVM
Server Power Control
Launch SOL

Virtual Front Panel
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CETCEHE R
CE']‘C HCJR052109020206 fRSSHREE > ARS5EEIR > EREGERF T
ERENSEESRAMRAS  BMC IPHBAL 10.12.250.60 ® Ermror © Running {{ dataService.last_updated | localeD:

3

I|I hcClearBiosOwnership: called to clear BIOS ownership
HE;:;;%?# hcClearBiosOwnership: called to clear BIOS ownership
Szl PINTC: "swé4,irg-num" fallback to 8
PINTC: "sw64,ver" fallback to 1
1 0000:00:00.0: ignoring class 0x060000 (doesn't match header type 01)
"V. 1 0001:0a:00.0: ignoring class 0x060000 (doesn't match header type 01)
1 0002:0c:00.0: ignoring class 0x060000 (doesn't match header type 01)
R 382 1 0003:0e:00.0: ignoring class 0x060000 (doesn't match header type 01)
1 0004:10:00.0: ignoring class 0x060000 (doesn't match header type 01)
1 0005:12:00.0: ignoring class 0x060000 (doesn't match header type 01)
1 0006:14:00.0: ignoring class 0x060000 (doesn't match header type 01)
1 0007:16:00.0: ignoring class 0x060000 (doesn't match header type 01)
i 0008:18:00.0: ignoring class 0x060000 (doesn't match header type 01)
1 0009:1a:00.0: ignoring class 0x060000 (doesn't match header type 01)
1 000a:1c:00.0: ignoring class 0x060000 (doesn't match header type 01)
i1 000b:1e:00.0: ignoring class 0x060000 (doesn't match header type 01)
ipmi_si dmi-ipmi-si.0®: IRQ index 0 not found
Jan 1 08:00:11 swhost-193 kernel: [ 11.880000] ipmi_si dmi-ipmi-si.@®: IRQ index @ not found

-]

o000 000Q

(<]

BRSS3ZACE

UOS Server 20 1070e swhost-193 ttySe
swhost-193 login: root

&6 -

5. ENEBEE 3 XEIH.

_tmﬁil Thu Oct 24 16:56:11 from 10.255.10.59
elcome to UOS Server 20

cmdline: 1A 31241 console=ttyS0,115200
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1 BMC IPHtit 10.12.250.60 & Error @ Running
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11
BRSS 8RBT IR SEEE
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FERE v
RSS2 =H ‘ " _
_a V] 2100 %BEHEE
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localeDate : (tmz =='UTC')
| translate}}
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F R R 0

S EIEEE
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o EE LA HL N Y AT IR 5528 BMC I 1 HT I 26 B 3%
o Q/E;E tepdump N2 0 i B, AT LLE B EA ome W I ER N ip(UE 2 58 4T FRtepdump, R 5 3K
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o KHERNip & FEbmeE B UL (7 & /& https I 33
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CETCAERE LFTAF: root BHY
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TRERSRESmAARAS  BMC IPHE 10.12.250.60 @ Error © Running {{ dataService.last_updated | localeDate |transla
mHIiEE
~ A
isl
NS PsEEO MACHbHE ERIAF <
A\ | HCJR052109020206 || etht ~ | | aB:3f.a1:a0:13:c9 | 10.12.250.1
ARSS SRR
IPV4ig &5

il

AR5 83 =l

()  (EFDHCPEEhFKEXIPHELE

!:[ ® sictazsIPHiut

BRSSEECE

. IPV4ithhE PSS Rl SR EE
S

| 10.12.250.60 24

AR




BMCIP B

o 71k =---ipmtool T E.fic &
5% Fipmitool A& ASH XS M.y bmeti ik .

[root@swhost-193 ~]# 1pm1tnnl lan print

Set in Progress > Set Complete

Auth Type Support : MD5

Auth Type Enable : Callback : MD5
: Userx : MD5
: Operator : MD5
: Admin : MD5
: OEM : MD5

IP Address Source - Static Address

IP Address = 10.12.250.60

Subnet Mask : 255,255 .255.0

MAC Address : a8:3t:al:a@®:13:c9

Default Gateway IP : 10.12 . 258.1

802.1q VLAN ID : Disabled

RMCP+ Cipherxr Suites s S

Cipher Suite Priv Max : Not Available

Bad Password Threshold > Not Available
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o J71E=-—-IPMI % & BMC M Z&1P
« BEBMCHZ(S5E CHWEECEIEEL H— MK : ipmitool lan print 1

o W EBMCEHIPHIAL: ipmitool lan set 1 ipaddr 172.16.21.98
o WEBMCHHFMHAHS: ipmitool lan set 1 netmask 255.255.255.0

« WEBMC{HHIM<: ipmitool lan set 1 defgw ipaddr 172.16.21.205
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« BMC #fibizid
BMC#45iL, TR T HE.
/fbme FRBIZ L
a) Jo 4 Hbmce I H 7 44
[root@]localhost ~]# ipmitool user list 1
ID Name Callin Link Auth IPMI Msg Channel Priv Limit

1 true true true  NO ACCESS

2 uos true true true = ADMINISTRATOR

3 fwupd true true true = NO ACCESS

4 true true true  NO ACCESS

5 true true true  NO ACCESS Hr, SEFEHEZMWHHTID, B E"2" ( Super
6 true true true  NOACCESS Administrator) B{"3" (Operator) . »e#HIBMC%
7 ttue true  true  NO ACCESS fth, AR EER AT DL BT = R B D

: e e tie NOACCESS fERA AT AR, S BN, BBIBMCE T
9 true true true  NO ACCESS Eﬁﬁiﬁ] : //E%ﬁ}?h”%ﬁ?%:l%ﬁﬁo

b) H &
ipmitool user set password <user 1d> <new_password>
[root@localhost ~J# ipmitool user set password 2 .kernell

Set User Password command successful (user 2)



BMC & . |a] /&
« BMC & EAlE®)as) |

 Is /sys/devices/platform

[root@serverhost99 ~]# 1s /sys/devices/platform
dmi-ipmi-si.0 efivars.0 GHES.3 _HYG0#830:00 kgdboc pcspkx power serial8250
efi-framebuffer.® 'Fixed MDIO bus.®' GHES.4| ipmi bmc.® microcode PNPOCOC:00 rtc-efi.@ wuevent

FTvAantferAavmiiavhac+Nn T4

« HFHBdmesg T EMBMC, HHKXMIER, MERRA.

« BMC # Hsol/E4f#
>  biosH E Al fE
> {Ecmdline ' ¥5 I console=ttyS0,115200



IPMIBR

o« WAZHIPMISRENE 70 RSB, s iRJE 00 5L 00 125 T Smbus. LPCHI H BRIl 440 2E
5 R ICHE BRI E, FEH XSk Bowl it 1 # % 1) system interface [PIXT N T R ER, AT
Beifl 1 = D X ). B8 B JE A5 & Hh R AP SE IR 2 B A AR ) system
interface ELF% A2 H.1 o

o nedhp@neihaipeng; ~/work/project/4-19e/kernel /drivers/char /ipnis Ls

bt-bmc.
1pn1_bt_sm.C

ipni_devintf.c ipmi_powernv.c

ipmi,_dni..c
1pn1_an1. h

1pm_kes_sm.C

1pmi_s1_hardcode. ¢

ipni_msghandler.c ipmi_si_hotmod.c

ipni_si_intf.c

ipni_poweroff,c  ipni_si_mem io.C

1pn1_S1.h

ipmi_si_parisc.c

ipni_sipelc  ipmissif.c ks bmc.h
1pn1_s1_platform.c 1pmi_watchdog.c kes_bmc_npcm7xx.c
1pni_s1_port_10.c  Keonfig akef1ile
ipni_si_sm.h kes_bme_aspeed. ¢

ipni_smic_smc  kes_bme.c
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M Makefile ---fipmi X C ipmi_si.h

drivers > char > ipmi > M Makefile

6
7
8
=)
10
11
12
3
14
1.5
16
17
18
19
20
21
22
23
24
25
26
.45 4

[root@localhost
ipmi_si

ipmi_si-y :=

ipmi_si_intf.o ipmi_kcs_sm.o ipmi_smic_sm.o ipmi_bt_sm.o

C ipmi_si_hardcode.c C ipmi_si_pci.c C ipmi_si_platform.c

ipmi_si_hotmod.o ipmi_si_hardcode.o ipmi_si_platform.o -
ipmi_si_port_io.o ipmi_si_mem_jio.o
ifdet CONFIG_PCI

ipmi_si-y +=
endif

ipmi_si_pci.

ifdef CONFIG_PARISC
ipmi_si_parisc.o

ipmi_si-y +=
endif

O

obj-%$(CONFIG_IPMI_HANDLER) += ipmi_msghandler.o
obj-%$(CONFIG_IPMI_DEVICE_INTERFACE) += ipmi_devintf.o

obj-$(CONFIG_

IPMI_SI) +=

ipmi_si.o

obj-%$(CONFIG_IPMI_DMI_DECODE) += ipmi_dmi.o
obj-%(CONFIG_TPMI_SSIF) += ipmi_ssifT.o
obj-%$(CONFIG_IPMI_POWERNV) += ipmi_powernv.o
obj-$(CONFIG_IPMI_WATCHDOG) += ipmi_watchdog.o
obj-%(CONFIG_TIPMI_POWEROFF) += ipmi_poweroff.o
obj-$(CONFIG_IPMI_KCS_BMC) += kcs_bmc.o
obj-%$(CONFIG_ASPEED_BT_IPMI_BMC) += bt-bmc.o
obj-%$(CONFIG_ASPEED_KCS_IPMI_BMC) += kcs_bmc_aspeed.o
obj-%$(CONFIG_NPCM7XX_KCS_TIPMI_BMC) += kcs_bmc_npcm7xx.0o

ipmi_ssif
ipmi_devintT
ipmi_msghandler

~]1# 1lsmod |

262144
262144
262144
262144

grep ipmi
@
@
@

3 idpmi_devintf,ipmi_si,ipmi_ssifT

C ipmi_si_i «C
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ipmi_msghandler - This is the central piece of software for the IPMI system. It handles all messages, message timing,
and responses. The IPMI users tie into this, and the IPMI physical interfaces (called

System Management Interfaces, or SMIs) also tie in here. This provides the kernelland interface for IPMI, but does not
provide an interface for use by apphcatlon processes. --- ipmi_msghandler.ko: 1% H & >k SZIIPMI T WO, SeHl
%ﬁﬁﬁm&@ﬂﬁﬁ

ipmi_devintf - This provides a userland IOCTL interface for the IPMI driver, each open file for this device ties in to the
message handler as an IPMI user. --- SZHL 1% 25715 & /dev/ipmiO ;

ipmi_si - A driver for various system interfaces. This supports KCS, SMIC, and BT interfaces. Unless you have an
SMBus interface or your own custom interface, you probably need to use this. ---5ifit J ANF R G4z LIS, SCFr
KCS/SMIC/BT, [#4FEhost fIBMCZ [FI{# il Smbussli# HAb e it 42 1, 5 W9 s 2K —hnifE IRz T
probe BMCI)=Fh777:: ACPI/SMBIOS (DMI) /PCI (class type);

1prn1 ssif - A driver for accessing BMCs on the SMBus. It uses the 12C kernel driver's SMBus interfaces to send and
receive IPMI Iessages over the SMBus. ---7£ 5 FL 18] N A% iR AR BLO N [F) 44 “F 3l /2 ipmi_smbus.ko, SR Smbus
O KkIE. #2528 R, SEIXT IPMI management controller?& - Smbus BLF2 17 7] fr) 4% L BX 5] ;



